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About the paper

The paper is a continuous effort of Digital Empowerment Foundation’s
(DEF) comprehensive research to understand the social and psycho-
logical impact of network shutdowns (including Internet/data and
SMS) on the lives of people. This paper documents on-ground stories
and experiences to build a strong and effective case against network
shutdowns, with specific focus on the social and psychological impact.
The paper has analysed media reports of shutdowns (till August 2017)
and conducted interviews in the affected areas of Haryana and Jammu
and Kashmir to find the inter-link between Internet shutdowns and
their impact on the socio-cultural-economic well-being of citizens.

Introduction

In January 2017, a group of singers from Nagaland, performing under
the stage name ‘The Amazing Voice of Nagaland;, participated in the
reality show ‘Rising Star’, broadcast on national television. Contestants
of the show were to be judged by a panel of judges and the audience,
which could vote in real time, to move to the next round. This was
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one of the few times that an act from the geographically and cultural-
ly secluded north eastern part of the country had made it to the final
round of a television show. However they suddenly found themselves
unable to go forward as mobile services in Nagaland were suspended
by the state government and audiences in their home state were unable
to vote for them.

Mobile services and mobile Internet services in the state had been sus-
pended due to ethnic violence in the region. The group appealed to the
state to resume mobile services so that the public would be able to vote
for them via their mobile phones. These days many shows use live au-
dience voting to raise their Television Rating Points. For a group from
one of the north eastern states to participate in a national-level contest
meant a great amount of exposure and a step towards tackling the so-
cial exclusion they face based on their ethnicity. However this was not
to be since the shutdown meant audiences were unable to give them the
votes they needed to reach the next round.

Like Nagaland, 15 states have recorded 85 network shutdowns in India
till June 2017, according to DEF’s tracker (Annexure 1).

When such network connectivity (mobile and mobile Internet) is sus-
pended, many citizens specially the youth are badly affected, as many
of them have come to depend on mobile data services to communicate,
lead their social lives, and carry out their tasks. These Internet shut-
downs are a threat to human rights and affect us all in our increas-
ingly digitalised lives. They affect day-to-day activities like accessing
information, booking tickets, filling job applications and examination
forms, and staying in touch with loved ones or business associates, and
they disrupt daily life.

The government imposes shutdowns for various reasons, ranging from
precautionary and preventative measures to curbing the spread of ru-
mours during volatile situations. The most common reason given for
such shutdowns is “to safeguard national security” and maintain law
and order. However, the excuse of safeguarding national security as a
justification for network shutdowns is used widely. With no definition
of “national security” or threats to it spelled out in clear terms, citizens
are never given precise reasons for shutdowns. Ironically, during the
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shutdowns, even government services are negatively affected at a time
when there is a major push by the government to transfer a majority
of its services online and promote the mission of the much celebrated
‘Digital India’ programme.

Experts across the globe have agreed that network shutdowns are un-
democratic and infringe upon our human rights. The United Nations
in several instances has reiterated that access to the Internet is a hu-
man right and ensuring free access to the Internet is imperative to
upholding human rights like the freedom of expression and freedom
of assembly and association.

Cutting off access to the Internet in this day and age, when a large
portion of social and economic transactions take place online, not
only takes away the right to free speech, expression, association and
assembly but also infringes upon social and cultural rights. Journal-
ists, activists, taxis and travel services, banking services, businesses,
even emergency services like ambulances and medical are all adversely
affected during shutdowns.

This research, Internet shutdowns — A study of social impact in In-
dia, is the second in the series of DEF’s efforts for advocacy against
Internet shutdowns. The previous research report, Anatomy of virtual
curfews: Human rights vs National security highlights the existing and
emerging threats to fundamental rights and human rights on account
of arbitrary, unnecessary, and disproportionate imposition of Internet
shutdowns in India. The current research paper is an effort to under-
stand the social and psychological impact of network shutdowns on
the lives of people.

This study identifies how such shutdowns impact the lives of people
at the micro level. It concerns itself with the psychological and social
impact that network shutdowns have on those affected. By analysing
media reports and conducting interviews with citizens living under
dire conditions, this paper seeks to identify the impact network shut-
downs have on various social and cultural rights, like — access to edu-
cation and amenities, impact on livelihood, and psychological impact
of social exclusions due to restricted access to the Internet.
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Research objectives and methodology

The research was conceptualised to better understand the social and
psychological implications of Internet shutdowns in India. The exist-
ing literature provides insights into economic and monetary losses that
network shutdowns cause as well as how they limit the freedom of ex-
pression and assembly and association. However, there is only limited
and fragmented evidence on social and emotional distress caused by
Internet shutdowns, which are also a human rights violation consider-
ing the fact that access to the Internet has been declared a human right
by UN special rapporteur David Kaye.

This research paper seeks to fill that gap. Its objectives are as follows:

a. To assess social and emotional cost borne by citizens during State
imposed network shutdowns and in that way add to the knowledge
around the harms and costs of Internet shutdowns.

b. To assess the impact of network shutdowns on small business
owners and the subsequent effect this has on their well-being.

c. To provide recommendations and urge the State with qualitative
analyses and evidence of the harm of shutdowns to uphold our
constitutional rights of Freedom of Expression (FoE) and Freedom
of Association and Assembly (FoAA) by not imposing Internet
shutdowns.

d. To create an evidence-based interlink between network shutdowns
and its infringement upon human rights with particular focus on
the restrictions it causes to education, basic necessities, and liveli-
hood, and the psychological distress they cause.

More specifically, the research paper seeks to explore the following re-
search questions:

a. How are Internet shutdowns felt by ordinary citizens in their day-
to-day life in terms of social and economic impact?

b. How, if at all, do Internet shutdowns affect their economic and so-
cial rights in that sense?

In order to fill this gap, we realised that documentation and compila-
tion of such incidents, based on on-ground research and analysis, is

10
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necessary. Hence, we used two methods to conduct the research:

Literature Review: This research paper draws on existing insights and
recommendations made by United Nations Human Rights Council
resolutions, Special Rapporteur reports, and existing reports such as
Brookings Institution’s report, which provide guidance and interna-
tional standards to establish the harm Internet shutdowns cause to
civil and political liberties. It has also looked at reports by NGOs and
academic and media reports, to identify the chosen area of research -
i.e., social and emotional impact of network shutdowns - as a gap in
existing literature, as well as to source incidents. Government/official
responses and analysis of trends and instances could not be a source
because the authorities ordering shutdowns rarely provide intima-
tion or information and requests under the Right to Information Act
(RTTs) are often rejected, as our team has also observed while docu-
menting and monitoring cases and incidents of Internet shutdowns
from 2012 onwards.

Media Monitoring: Media reports have been used to establish the
magnitude of impact and collect real-time perspectives from the peo-
ple who have been affected.

Interviews: After conducting regular media monitoring and literature
review, our research teams travelled to Haryana to conduct further
interviews with relevant stakeholders in person. Haryana accounts
for among the highest numbers of shutdowns (nine in total) in India.
Rohtak and Sonipat in Haryana were chosen because of the maximum
number of cases reported and taking into account time limitations
and geographic convenience As the maximum number of cases and
prolonged durations of Internet shutdowns in India have been ob-
served in Jammu and Kashmir, it was necessary to gather data from
that region as well. Hence DEF’s partners and supporters conducted
in-depth interviews in Jammu and Kashmir as well.

The aim has been to gain information on practices and experiences
over a wide spectrum in order to assess how groups or individuals
are affected. We have chosen to interview these stakeholders to bet-
ter understand how the loss of social well-being, or distress caused
to livelihood, and restricted access to basic amenities during Internet
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shutdowns cause social isolation, exclusion and emotional peril in the
Indian context. The case studies collected have primarily covered indi-
vidual experiences during shutdowns. They seek to identify emotional
distress and hardships faced by the individuals and stakeholders.

a.  Mobile sim card sellers, to identify the losses they incurred, as they
rely on sales for their daily income

b. Cyber café owners whose sole income come from providing Inter-
net access and services

c.  Small business owners and non-profits whose income depends on
Internet enabled communication technologies

d. Individuals whose access to livelihood, education, necessities, and
communication tools are affected during network shutdowns

Background

The power of social media and the Internet

Information is power, and in recent years, social media platforms have
become a vital source of information. Social media sites serve not only
as platforms where users can socialize with family and friends but also
give users an avenue to promote and conduct their business effectively
at a low cost. The most compelling of contemporary events that was
significantly facilitated by the Internet and social media was the Arab
Spring in 2011. During the movement the world witnessed the reach
and might of this worldwide network of people that culminated to
claim their independence using the Internet. It was a landmark indica-
tion of how fundamental and essential the Internet has become to our
lives and how imbued it is in the fabric of our contemporary society.

Technology and culture experts have reiterated that democratising pub-
lic life, social engagement and the process of citizens’ political partici-
pation is increasingly being facilitated by the networked realm of social
media. Since 2011, the world has realised its potential and shortcom-
ings and the challenges that it creates. Since 2012, in particular, there
has been an increase in India in the number of state-led crackdowns on
freedom of expression and speech on the Internet. The nature of attacks
ranges from censorship of websites and network shutdowns to the ar-

12
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Social media
and ICTs have
been used for
political partici-

pation and have

democratised

the process of
information
sharing. However,
in recent years,
governments
have turned to
blocking access to
these platforms
in order to hold

onto control.

rest of citizens for engaging in online activities to form associations on
corporate platforms like Facebook, Twitter and WhatsApp.

Technological and social media advancements can potentially trans-
form human rights movements by giving voice and means to the
remotest of areas and issues. Today, an activist armed with just a
smartphone, Twitter account and YouTube account can disseminate
information far and wide about violations occurring in their region.
Attention to actual or potential abuse can be drawn instantly to seek
redressal in real time via “live-tweeting’, as has been detailed by Hu-
man Rights Watch in its work on the benefits of ICTs for data gather-
ing and distribution (Levine, 2014).

This is especially relevant in India in conflicted areas like Jammu and
Kashmir. Residents have realised the power of social media and the
Internet in disseminating information and have been using it to reveal
to the world the atrocities that take place in the region. Authorities
have responded by banning mobile Internet services under the guise
of “national security”. However residents are fighting back. The gov-
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ernment of Jammu and Kashmir imposed a shutdown on April 9, 2017
during the bypoll in Srinagar Parliamentary constituency to maintain
law and order and stop the alleged misinformation flow. This prevented
Kashmiris from broadcasting videos of ongoing clashes on Facebook.
However, the videos were still shot on smartphones and were uploaded
later when services were restored. Youth in Kashmir are increasingly
using social media and video streaming services to “show the world
what was going on ground”, while authorities are enforcing shutdowns
to prevent this from happening.

Shutdowns may also be only partial, as when only particular services
are banned. A young Kashmiri pointed out, “The government bans
WhatsApp, we have Hike. They ban Snapchat, we use Instagram. The
ban is quite pointless, really. The only thing the curfews and bans do
is give us more time to kill and actively use social media.” The consti-
tution guarantees every citizen of India the right to freedom of speech
and expression. The right should be extended to the use of social me-
dia to exercise their freedom of speech and expression. Interviewees in
Kashmir pointed out that bans on specific social media sites do little
to achieve authorities’ objective, i.e., to prevent dissent. Instead peo-
ple find alternatives. People have been using virtual private networks
(VPN) to circumvent the ban and surveillance and alternative social
media sites. All that these bans achieve is to alienate residents from
the rest of the country and increase mistrust in State authorities. Social
media platforms have become vital avenues for freedom of expression
and freedom of assembly and association, and State authorities ought
to protect these rights of the people.

This has been reiterated by UN Special Rapporteur, Frank La Rue, who
identifies, in his report, the Internet as a key means by which individ-
uals can exercise their right to freedom of opinion and expression, as
guaranteed by Article 19 of the Universal Declaration of Human Rights
and the International Covenant on Civil and Political Rights. The Spe-
cial Rapporteur underscored that access to the Internet has two dimen-
sions, namely: access to online content without any restrictions except
in a few limited cases permitted under international human rights law;
and the availability of the necessary network infrastructure.

Similarly, Special Rapporteur on Freedom of Assembly and Associa-
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tion, Maina Kiai, also reaffirmed and recognised the Internet as a plat-
form to exercise freedom of assembly.

With specific context to India, the landmark Shreya Singhal Judge-
ment, the Supreme Court upheld the Internet as an essential medium
to further our constitutional right to freedom of speech and expres-
sion in 2015.

Internet shutdowns in India

Yet in India, the Internet is shut down with increasing regularity, ei-
ther partially or completely. This is frequently done “in the interest of
national security”. Minimal legal procedures are followed. In a major-
ity of cases, section 144 of the Indian Penal Code, which prohibits the
assembly of more than four persons, has been imposed.

The table below shows the kind of network shutdowns and the measures taken by the state:

Table 1: Network shutdowns in India and justifications stated by respective governments

Prevent

. : Notice or
No. Voice Mobile SMS Precau- Pre- Deterio- .0
of : Data : tionary ventive  ration of .
Services . Services tion
cases Services Measure Measure Law and . d
Order issue
Arunachal
Pradesh 1 0 1 0 1 0 0 0
Bihar 2 0 2 0 0 1 1 0
Guijarat 10 1 10 2 2 7 2 2
Haryana 10 1 9 1 5 2 3 1
Jammu & 1 8 51 6 26 1 14 6
Kashmir
Jharkhand 1 0 1 0 1 0 0 0
Maharashtra 2 0 2 1 1 1 0 0
Manipur 2 0 2 0 0 0 2 0
Meghalaya 1 0 1 0 0 1 0 0
Nagaland 3 0 3 1 2 1 1 0
Odisha 2 0 2 0 1 1 0 0
Rajasthan 12 1 " 3 5 4 3 1
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Prevent

. . Notice or
No. Voice Mobile SMS Precau- Pre- Deterio- | .00
of . Data . tionary ventive  ration of .
Services . Services tion
cases Services Measure Measure Law and . d
Order iSSUe
Uttar
Pradesh 4 0 4 0 1 2 1 0
Madhya
Pradesh 1 0 1 0 0 0 1 0
West 3 0 3 0 1 2 0 1
Bengal
Tripura 1 0 1 1 1 0 0 0
Punjab 1 0 1 1 1 0 1 1
Chandigarh 1 0 1 1 1 0 1 1

Table 2: This table shows year-wise network shutdowns in India from 2012-2016

Arunachal Pradesh
Bihar

Gujarat

Haryana

Jammu & Kashmir

Jharkhand

Maharashtra

Manipur
Meghalaya 2012
Madhya Pradesh m 2013
Nagaland == 2014

Odisha
Rajastan Jetle
Uttar Pradesh mm 2016
Punjab m 2017

West Bengal

Chandigarh
Tripura |

60
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On August 8
2017, DoT re-
leased a notifi-
cation Internet
shutdowns. Prior
to this, there were
specific rules

to follow when

ordering a shut-

down. Internet

shutdowns have
taken place after
this notification.

In most cases, no notice is issued. Notice was issued only in five cas-
es. Most shutdowns are ordered as precautionary or preventative
measures. The vague excuses given for shutdowns do not include
concrete evidence of threats nor do they explain to citizens the mo-
tivations behind such actions, leading to more confusion and panic.

On August 8 2017, the Department of Technology released a noti-
fication titled Temporary Suspension of Telecom Services (Public
Emergency or Public Safety) Rules, 2017. Prior to this, there was no
designated authority to impose the shutdowns. In most cases, the
District Collector would provide orders to Internet Service Provid-
ers (ISPs) or telecom operators to terminate all connections, without
providing valid reasons or justifications.

The notification states,

“Directions to suspend the telecom services shall not be issued
except by an order made by the Secretary to the Government of
India in the Ministry of Home Affairs in the case of Government
of India or by the Secretary to the State Government in-charge
of the Home Department in the case of a State Government
(hereinafter referred to as the competent authority), and in
unavoidable circumstances, where obtaining of prior direction is
not feasible, such order may be issued by an officer, not below the
rank of a Joint Secretary to the Government of India, who has
been duly authorised by the Union Home Secretary or the State
Home Secretary ... shall be subject to the confirmation from the
competent authority within 24 hours of issuing such order.”

The order will have to contain reasons for such directions. Upon re-
lease of the order:

1. A Review Committee will be set up latest by the next working
day. The Review Committee will be constituted by the Cabinet/
Chief Secretary, Secretary of Law, and Secretary to the Govern-
ment, Department of Telecommunications or Secretary to the
State Government (other than the Home Secretary) in the case
of state governments or the respective individuals in the case of
the Union government. This Committee must ensure that or-
ders were issued in accordance with the said Act.
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The UN has
declared access
to the Internet

a human right.

India’s Digital
India initiative
aims to provide
its citizens with
services and
social schemes
via digital ave-
nues. Internet
shutdowns are
completely anti-

thetical to rolling

these initiatives
out effectively.

2. The order will be “conveyed to designated officers of the telegraph
authority or to the designated officers of the service provider”

3. Telegraph authority and service providers shall designate nodal
officers to receive and handle requisitions for suspension of tele-

com services.

Internet shutdowns and Digital India

We have established the power that the medium has to disseminate
information and the inherent power that access to information holds.
Access to information is a fundamental right and hence access to the
Internet should be an imperative need in our times. Social media show
early promise as a tool for transparency and openness despite attempts
at censorship (McKinnon, 2008).

In 2015, the Indian government launched the Digital India initiative
with the vision of empowering the country digitally in line with the
sustainable development goals.

Governments across the globe are adopting digital technologies for
information and service delivery of welfare and entitlement schemes.
These services were earlier provided manually without the Internet. In
this day and age, speedy and wider reach, affordability, and lower re-
quirement of manpower have been the major reasons for governments
to shift their management and delivery to online systems.

The UN’s 17 Sustainable Development Goals (SDGs) are aimed at re-
ducing poverty, gender and income inequality, and advancing educa-
tion, access to information, livelihood, and health. They were adopted
by the United Nations (UN) in 2015. One of the principal understand-
ings laid down in the SDGs is that Information and Communication
Technologies (ICTs) are a paramount enabler of rights, as SDG goal 9
mentions, “increase access to information and communications tech-
nology and strive to provide universal and affordable access to the In-
ternet in the least developed countries by 2020”. The UN General As-
sembly has reiterated “the importance of building confidence and trust
in the Internet, not least with regard to freedom of expression, privacy
and other human rights so that the potential of the Internet as, inter
alia, an enabler for development and innovation can be realized”.

18
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During the Digital India launch event, the Indian government, too,
recognised digital access as a human right and an enabler of rights.
Out of 15 digital India services, nine services directly focus on access
to the Internet, The Internet has become a main enabler of access to
education, healthcare, and financial services in empowering people in
semi-urban and rural areas. Equitable access to the Internet and digi-
tal tools is now critical to access entitlements such as rations, RTIs and
livelihood schemes like Mahatma Gandhi National Rural Employ-
ment Guarantee Act (MGNREGA) which are now exclusively digital-
ly enabled services. With the government attempting to make Aadhaar
mandatory to avail of social schemes, owning a mobile phone with a
functioning number and access to the Internet to fill applications has
become an urgent necessity for the population for whom access to in-
frastructure is the weakest.

It would be logical and reasonable to expect the government to pro-
vide unfettered access to the Internet in order to make a success of the
Digital India initiatives by consistently providing their services and
truly empowering citizens. However, the startling instances of Inter-
net shutdowns put these initiatives in jeopardy and severely hamper
freedom of expression and speech online in addition to having an ad-
verse effect on other basic rights such as the right to food and access
to health services.

In the following three sections, we will examine in detail how Internet
shutdowns have affected the social and economic rights of Indians.

Information is power

SDG 4 ensures the inclusive and equitable education, and promotes
learning opportunities for all. Digital India also supports the use of
technology to make education and learning opportunities more acces-
sible. The three ways in which Digital India is attempting to transform
the education system are: i) creation of a knowledge based society; ii)
improve attendance in schools; and iii) bridge the digital divide. All
three programmes use smartphones and mobile Internet/data services
to provide e-Book services, help children learn basic academic and life
skills, and enhance their overall cognitive, socio-emotional and phys-
ical development. However, our research has found Interenet network
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shutdowns put these initiatives at jeopardy and hinder citizens’ rights
to essential services such as health services, education, and even social
pleasure, to name a few.

Access to education

In times of network shutdowns, education takes a major hit, although
this is rarely reported in the media. This is highly problematic in an
area like Kashmir that faces constant political turmoil and social un-
rest. Frequent and long network shutdowns, sometimes lasting for
months, create further marginalisation in the valley.

One interviewee from Srinagar states,

“For example if being a parent, I have to fill entrance forms for my
child, and there is no Internet access, I will get frustrated. Because
it is not a matter of a few weeks, but an entire year. If I am not
able to fill the form from this place, it’s completely insane that I am
being asked to go to Jammu or Delhi to fill that one form. It is like
pulling us back to the Stone Age. I have seen parents who werent
able to fill the forms for their children, national level entrance
exams for AIIMS, NEET and similar other exams - and dropping
a year because of that matters a lot.”
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Diminished access
to education is an
inadvertent effect of
Internet shutdowns.
Countless students
are unable to sub-
mit forms required
to apply to uni-
versities or school

leaving examina-

tions. While others
are made to show
Aadhaar cards to
process admissions.

Another respondent from Kashmir remarked,

“The biggest example of Internet shutdown or mobile network
shutdowns affecting students is that students who should have
been in their 4th semester now are delayed by one or two semesters.
Students could not access notes for their exams, which is done
through Internet these days, which they couldnt do. A lot of the
students had to apply for exams or fill forms for the next year,
which again they were unable to do, because of the blbockade. So
a lot of students ended up having to waste a year or a semester
because of the Internet blockade and that might affect him in the
future too”

Similarly, the network shutdown in Darjeeling due to political unrest
in the region has directly affected residents’ access to education, with
college and school administrators facing many difficulties. The pro-
cess of online registration for class ninth and class 11th students was
delayed because of the Internet ban. Prakash Pradhan, the director
of Kalimpong’s Rockvale Academy says,

“The online registration process of the students in ICSE schools
will have to be completed by mid-August after linking them
with Aadhaar numbers and most students do not have Aadhaar
numbers, so cannot apply for them without access to the web.”

Students in Darjeeling who have been facing a network shutdown for
more than 50 days, have also been unable to submit their online col-
lege application forms. Yasang Subba, a 19- year old student who lives
in a village outside Darjeeling, had to travel about 70 kilometers to ac-
cess the Internet at a cyber café in Siliguri to submit her online college
application to the Polytechnic College of Kurseong. Since the Internet
was inaccessible in the hills, she had to travel with her mother from
town to town along the border with Nepal. The trip to Siliguri usually
costsRs 300, but it ended up costing Subba’s family Rs 4,500, or 15
times as much. The political turmoil in the region caused a complete
shutdown with supply lines of essential necessities adversely affected
thus making the situation very dire. Like Yasang, many other college
students are facing the same issue and have been unable to submit
their online application forms.
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Since social
media and ICTs
mediate a large

fraction of social
interactions,
Internet
shutdowns
adversely effect
social activities.
Travel plans,
online chats
with friends and
family living in
different places
are curbed
leading to social
isolation.

In a distinctive case, district collectors in Gujarat asked to ban mo-
bile Internet services between 10 AM and 2 PM on October 13, 2016,
so that mobile Internet services would not be used by candidates
to cheat and use unfair means for the written examination test for
the post of class IV non-Secretariat clerks and office assistants. Asit
Vora, chairman of the Gujarat Subordinate Service Selection Board
(GSSSB) says, “We are taking all precautionary measures to ensure
that the examination is held without use of unfair means”

It is interesting to see that while on the one hand, State authorities
feel that mobile Internet services will be used to cheat, but on the
other, students use it to access education-related information. The
problem of cheating could have been addressed by disallowing mo-
bile phones into exam centres instead of banning services in the state
and inconveniencing more people than necessary.

This case also makes clear how curbs on access to information can
have much wider ramifications, including on one’s right to political
determination. When Delhi Chief Minister Arvind Kejriwal visited
Gujarat to address a rally in Surat in October 2016, mobile Internet
was banned due to the incident narrated above thus making people
unable to access the real-time relay of Kejriwal’s address. Citizens
need free and full access to information to realize their full social,
political and economic rights. The ban was not called to specifically
prevent Kejriwal’s speech from being heard but had the unintended
effect of snuffing a political opponent.

Access to social activities

The Indian government often cites national security, protection of
peace and harmony, and protection from terrorist activities as rea-
sons to impose shutdowns. However, there is little to no evidence
that the shutdowns have resulted in achieving the mentioned objec-
tives. There is evidence, in contrast, that supporting these measures
creates disproportionate inconvenience as residents have restricted
access to e-banking services and communication tools. Shutdowns
adversely affect commerce and access to essential services leading to
disruptions in daily life.
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This has been the case in Darjeeling, where Internet services have
been suspended since June 15, 2017. The entire state has been in
shutdown mode and schools have been closed. Children and teens
are left with little to do since many of their social activities and
recreational activities take place online. With Internet services
switched oft too, they have no respite from idleness or access to the
means to socialise leading to feelings of listlessness and frustration.

Vivek Giri, 13, a student of Class 7 states, “Our parents don’t allow
us to go outside and play. The police uncles are not allowing us to
play on the road. Inside the house, there is no Internet. We cannot
play online games.” Similarly, Roshan, student of St Joseph’s North
Point feels isolated and states, “We have been unable to check our
Facebook accounts or WhatsApp messages. We are totally cut off
from the outside world as cable networks have also been snapped
in a few areas” The Internet and social media have become such an
entrenched part of socialising that without it, people are left bereft.

Citizens’ access to leisure and well-being has been under critical
threat in Darjeeling during the shutdown. A school student from
St. Joseph's North Point says, “My father had planned to take us to
Digha sea beach during our vacation. I have never been to a sea
beach, but now due to this shutdown, all our plans have gone for
atoss”

Shahid Ahmed* from Kashmir believes the impact of such an ab-
sence of social activities can be far-reaching and detrimental to the
Indian state:

“.. teenagers will have nothing to enjoy, at least they will go
to the mosques and this thing will create a problem for them.
Last time, a political analyst said Kashmir is getting more
Islamic and because they don’t have any entertainment, they
will become more and more Islamic and that will be a problem
for them... Don’t you see that more students have beard than
previous times and don’t you see girls, how they are beating the
security personnel. This is going to be detrimental for them, by
all means. They are becoming unsafe by these steps. Not us.” (sic)

Kept in the dark: The social and psychological impact of network shutdowns in India 23



Emergency
services,
medical services
and services
like banking,
helplines and
online economic
activities suffer
during network
shutdowns.
These activities
are essential

to the normal

functioning of

daily activities,
disrupting which
causes numerous

inconveniences.

Social exclusion has become a major consequence of network shut-
downs. Social exclusion refers to both individual exclusion and group
exclusion from society or other groups. It results in denial of access to
opportunities, public goods, public information, and self-respect in the
public sphere. Power & Wilson (2000:27) recognise that the basis of so-
cial exclusion can be race, ethnicity, gender, religion, language, region,
or caste. Social exclusion is crucially related to the issue of equal oppor-
tunity. Though modern liberal democracies formally recognise full cit-
izenship, very often they create unequal citizenship in actual practice,
as the structural accommodation through citizenship and affirmative
action policies fails to bring about the desired change. By preventing
citizens from accessing information crucial to their wellbeing and over-
all development by imposing network shutdowns, State-imposed net-
work shutdowns are setting a dangerous precedent that leads to social
exclusion of particular groups.

Access to essential services

Internet connectivity has also become essential for the efficient delivery
of services. SDG 3 ensures access to universal health services. Similarly,
Digital India also promotes access to health services such as ePharma-
cy, eDiagnostics, eInsurance, etc., using mobile data services. The State
promotes use of digital mediums to enhance health services, including
telemedicine, and accessing doctors and medical records. However, if
the network has been suspended even if only for few hours or a day,
patients face difficulties accessing health services. Network shutdowns
for longer durations magnify hardships for patients and hospitals.

Administrators need to recognise the importance of the Internet for
essential services, especially in light of the Digital India initiative. Ac-
cording to a report examining the negative impact of Internet shut-
downs in Pakistan published in 2015 by the Institute for Human Rights
and Business, it is clear that lack of access to emergency services can
lead to a large number of lives lost and psychological distress. The re-
port states,

“During network shutdowns injured people are unable to call via a
mobile phone emergency services, such as an ambulance, hospitals,
fire and rescue, and emergency services are unable to communicate
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and locate people. People who need to contact police under
different circumstances, such as to report crimes or in the event of
an accident or a hostage situation face similar situations.”

This has been the case in Kashmir as well. A Kashmiri health profes-
sional notes,

“People don’t use the landlines anymore, we are entirely dependent
on mobile phones. So whenever there is a shutdown, it creates a
panic, because I am not able to call anyone, my family, or if my
kids are in school and I want to contact them.”

He adds, “We have a mobile number for our front desk, which was
not working during shutdowns and we noticed at least a 50% drop in
patients’ presence at our hospital”

Dr. Shafeek Muhammad*, who works at SKIMS Hospital in Srinagar,
speaks of the difficulties he faces in dispensing his medical duties in
times of shutdowns:

“One is that as far as our contact with our colleagues, staff,
juniors, and resident doctors is highly affected, we don’t get to do
that efficiently. Secondly, we can’t take an update on the condition
of the patients or give out instructions to patients. Even when the
patients want to call us, that also does not happen. Sometimes
they call the doctors directly, even that is affected.”

He speaks of the difficulties he faces even in consulting with col-
leagues about a certain treatment, or in looking up alternative and
better treatments, when access to the Internet is cut and mobile de-
vices are not functioning:

“Sometimes you want to talk to your senior colleague who is
outside the state, but you can’t even do that. On the other hand,
you have your family, parents, relatives; you can’t even talk to
them, or your friends.”

Apart from businesses, education, and health; services, NGOs and
legal helplines also suffer a great deal during shutdowns as Pankti Jog,
an RTT activist who also runs a legal helpline for rural and nomadic
communities in Gujarat, pointed out in an interview with us. These
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services heavily rely on the Internet and are time bound: every minute
counts. Her daily work gets hampered and people who need critical
support lose opportunities as they are already marginalised and are
living in remote and difficult areas with little to no connectivity with
the rest of the world “In an instance of shutdown, lack of connectivity
disempowers them, their ability to respond or seek information be-
comes half”, says Pankti Jog. Adding,

“For example, in a case of sexual assault, lack of Internet
connectivity for sending or receiving information can severely affect
the justice seeking process. The amount of psychological trauma
that the victim is already going through will increase manifolds. In
this scenario does the government then take responsibility? Who is

accountable here then?”
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Pankti’s organisation and people associated with it are also using
the Internet to enhance accountability in the region and to avail
of government schemes. For example, the Internet has facilitated
downloading data about ration stocks available with different ration
dealers, which can then be shown to the dealer or the authorities if
they try to cheat people or conceal the availability of rations.

Shutting down the Internet or any other communication medium
can also be counterproductive in cases where social media can come
in handy to deploy quick rescue missions in emergency situations.
There are various examples of police departments using social me-
dia tools to remedy instances of communal violence. The Bangalore
police department is a good example of this. They use social media
tools like Facebook or Twitter to communicate with netizens and
give traffic and safety updates. Similarly, during the Jat agitation in
February 2016, it was reported that the intelligence services relied
heavily on WhatsApp communication to send alerts to each other of
build-up and violence. Moreover, terrorists or anti-social elements
can always avail of alternative means of communication such as sat-
ellite phones.

Economic is social

Much has been said about the economic impact of network shut-
downs and their effect on enterprise and education, and it is import-
ant to reiterate this. A report by Brookings Institution estimates that
Internet shutdowns have cost the Indian economy USD 968 million
in 2016 alone.

According to Yochai Benkler, the modern economy is centred on
information and cultural production, made possible by advances
in telecommunications infrastructure and the decentralised nature
of production that these networks encourage, thus leading to the
formation of the “networked information society” (Benkler, 2006).
The declining cost of technological infrastructure and the relative
availability of information and knowledge (in this case the raw ma-
terial for production) has placed the means of material production
in the hands of a much larger proportion of the world’s population.
Hence, access to the Internet and information—whether in the form
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of material information, digital skills or knowledge - is vital if one is
to actively participate in this changing economic system and reap its
benefits. The “networked information society” has in many cases giv-
en workers more agency and helped them surmount barriers to access
employment and livelihoods.

In India, Internet connectivity and digital technologies have en-
hanced small businesses, starting with Internet café owners, sim card
and recharge shops, the leisure service sector (which includes cater-
ing, grooming, and food deliveries), and e-commerce. Small business
owners have leveraged ICTs in their entrepreneurial ventures allowing
them greater control over their economic lives. Fishermen in Kerala
routinely use mobile phones to ascertain the price of their catch while
they are still at sea, stock brokers use mobile phones to exchange in-
formation in real time so they can make split second decisions, farm-
ers track weather conditions, and fruit and vegetable sellers use mo-
bile devices to access market information (Krishnamurthy, 2008).

Additionally, sociality has changed immensely thanks to digital tech-
nologies and the “networked information society”. As the number
of mobile Internet users in India reached 420 million in 2017 (Press
Trust of India, 2017), social interactions have shifted to social media
platforms, and messaging and Voice over Internet Protocol (VoIP) ap-
plications that require an Internet connection to function. WhatsApp
and Facebook are particularly popular in India, with WhatsApp hav-
ing 200 million active users in India (Singh, 2017) and the app being
the most downloaded Android app between 2016 and 2017 (Gadgets
Now Bureau, 2017).

Economists have pointed out that good interpersonal relations among
economic actors may reduce transaction costs by promoting co-oper-
ation, sharing of resources, and strong social networks. Trust within a
community and a positive atmosphere is conducive to the success of
entrepreneurial ventures (Gui and Sugden, 2005:4-6). Since ICTs have
in many cases replaced physical bonding practices, access to them is
crucial for the success of economic ventures and social well-being.

The United Nations also has taken cognizance of this and in the 2011
report to the United Nations Human Rights Council by former UN
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Special Rapporteur, Frank La Rue states,

“.. without Internet access, which facilitates economic development
and the enjoyment of a range of human rights, marginalized groups
and developing States remain trapped in a disadvantaged situation,
thereby perpetuating inequality both within and between States”.

In India mobile penetration is higher than that of computers and even
landlines, owing to the proliferation of cheap local and Chinese made
devices. This is why a majority of the population accesses the Inter-
net through mobile devices. Network shutdowns in India usually tar-
get mobile Internet connectivity thereby affecting the less advantaged
sections of society, who keenly feel the loss of even a few days’ wages.
Moreover, economic losses affect personal and social well-being and
this cannot be ignored when we talk about the impact of network shut-
downs in the country.

Network shutdown in Gujarat August 2015

When Internet services and mobile connectivity (like bulk messaging)
were suspended across Gujarat for over a week in August 2015 during
the Patel agitation, to “contain rumour mongering” (Express News Ser-
vice, 2015a), commerce took a hit in various parts of the state. Banking,
public distribution services, fuel stations, and restaurants and hotels
that make most transactions over credit or debit card were affected.
Although broadband services were working, mobile Internet con-
nectivity was hit, affecting small traders and small business owners.
Megha Tank, who runs a bakery in Ahmedabad says, “My sales have
gone down by 25 to 30% as a lot of orders come via WhatsApp and
Facebook. I have not been able to source raw materials for my new
orders and I won't be able to take on more orders this time because of
the delay” (Express New Service, 2015).

In Saurashtra, during the same shutdown, travel agents were hit, as
were banks, government departments, and postal services. The textile
industry was affected, with the Federation of Surat Textile Traders As-
sociation president Manoj Agrawal stating, “In textile trading business,
most business communication happens on WhatsApp.” The Surat Dia-
mond Association president Dinesh Navadia also states, “Traders and
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brokers use [the] Internet to send the photos of diamonds to other
parties. We wish such services are started at the earliest”

The shutdown, which started on August 25, 2015, lasted about a week,
with losses being reported from all sectors by as early as the third day
of the shutdown. A representative from a private 3G Internet service
provider states, “We have incurred losses [of] up to Rs. 25 lakh per
day in Vadodara alone” (Express News Service, 2015a).

What compounded the chaos was the fact that the shutdown coincid-
ed with the closing date to file income tax returns. This affected resi-
dents and chartered accountants immensely, as the most convenient
method of communication had been blocked.

Joint Secretary of Vadodara Chamber of Commerce and Industries
(VCCI), Himanshu Patel, says the industry had decided to take up the
matter with the state government, stating, “Today, many small busi-
nesses receive their orders through email. In turn, it is going to affect
the state revenue” (Express News Service, 2015a).

It is ironic that a shutdown that caused such widespread loss took
place in Gujarat, the home state of Prime Minister Narendra Modi
who has made a strong push for Digital India and the promotion of
business and digital services since his entry into the Prime Minister’s
Office. Residents echoed these sentiments: “This is pathetic that the
government, which claimed that normalcy has returned to Gujarat,
continues the Internet blockage on mobiles,” says a 35-year-old busi-
nessman in Navarangpura area of Ahmedabad (Langa, 2015).

Advocate Shailesh Amin made a salient point about the ban when he
states,

“In January this year, the Government of Gujarat held a Vibrant
Gujarat event with eight partner countries and seminars, involving
14 countries that brought in proposed investment of Rs 25 lakh
crore, according to government data. The thoughtless blanket
ban on Internet services is detrimental to the development of the
state as no partner country would compromise on the principle
of communication. Gujarat has unwittingly clinched the record of
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being the first state in the world to ban Internet services for law
and order problems.” (Express News Service, 2015b).

Shop owners in Kashmir

Kashmir has faced the highest number and longest periods of Internet
shutdowns in the country. The government orders a network shut-
down at any instance of social unrest on the pretext of “national secu-
rity”. When such shutdowns take place, mobile Internet services are
the first to be disrupted. The shutdowns are frequent and last for as
long as a few days to several weeks, without residents being given any
prior warning or reasons for the shutdowns. The incidents that trig-
ger concerns for “national security” are numerous and varied, rang-
ing from instances of stone pelting, the death of a militant, operations
by military forces, and clashes between residents and state personnel.
These shutdowns affect business owners, as they disrupt their right to
a livelihood in addition to causing emotional distress and feelings of
isolation as well as mistrust in the Indian government.

Sairee Chahal from online career portal for women, Sheroes, tells us
how the businesses of their members are affected:

“We sit in Delhi so we are not affected by shutdowns directly
but Sheroes is a member based organisation and these women
members are spread across the country and they get affected. We
can’t get in touch with them when required and they can’t reach
us which causes severe delays and lags, which in turn affects our
efficiency as an organisation. Kashmir definitely tops the list for
these recurring situations. A lot of women work from home, they
log in to the platform and they work with us. Now, imagine a
situation where I've employed a professional in Kashmir and I'm
her remote employer. How do I make sure that you are readily and
reliably available to me? And this happens over and over again. The
professional sitting in Kashmir then loses credibility. It’s stressful; it
affects their work and even their ability to get employed again. So
then it means by imposing the Internet shutdown, the government
has taken away their fundamental right to communicate, to
livelihood and is also causing emotional trauma to an individual.
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How will you give back someone their credibility which they have
not tarnished for their own fault?”

Such challenges are not only faced by those with remote employers.
Ismail Nagash* , who owns a stationery and gift shop that also pro-
vides online documentation services in Regal Chowk, Srinagar, re-
ported a 80-90 per cent drop in income during Internet shutdowns,
since his main source of income is online documentation work which
is dependent on good Internet connectivity. He says of shutdowns,

“What happens is that, for example, we are doing documentation
work, this work is completely dependent on Internet and mobile
services, if that is down, your business goes down 100 per cent. And

»

once you are affected, your customers get affected because of that.

Hisham* who runs Ran internet cafe in Regal Chowk in Srinagar
spoke of the difficulties he faced getting work done since most of his
work involves emailing, Internet banking, and receiving and sending
payments through online transactions. The proliferation of mobile
devices has made PCOs and STD booths and landlines obsolete, mak-
ing telecommunications difficult in the absence of mobile connectiv-
ity. Hisham pointed out that there was nothing else they could use to
communicate adding, “.. if we have to talk to a business associate, we
end up having to go to them personally and makes everything cum-
bersome.” (sic)

With the uncertainty that residents face with respect to network shut-
downs, access to education and information, and opportunities for
livelihood, many young people have been forced out of their jobs and
out of their homeland in search of employment in other places. Saif*,
owner of a shop offering mobile recharges, tech accessories and docu-
mentation services, had to let go of his staff. He says,

“I work with online application of passports and PAN cards. Last
year, during the Internet shutdown, I suffered almost Rs. 10,000-
15,000 of loss per day. I also had a boy working here with me who
would manage all the affairs here, but I had to let him go because
I could not afford to keep him.”

In addition, his cousin and business partner had to look for other
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employment to make up for their losses. From earning around Rs.
300-400 on recharges per day, his income dropped to Rs. 90 per day,
which just about covered his daily expenses. Because Saif* did not own
alandline, he could not get a broadband connection which might have
helped him overcome his losses.

Kabir*, a 29-year-old owner of an electronics and Internet-based doc-
umentation shop spoke of the frequency of shutdowns, saying that
shutdowns were taking place almost 50 per cent of the time. The shut-
down of WhatsApp affected their business as they couldn’t send details
of transactions and cheque through the messaging app. Kabir sells his
products on e-commerce sites like OLX, Quikr, JustDial, and Yellow
Pages. Sales suffer in times of shutdowns and so do the other Internet
based documentation services that he offers. He sources his products
from Delhi and uses the Internet to find the best prices. In the absence
of the Internet he is forced to go to Delhi and search the entire market,
when he could have just searched online and made enquiries over the
phone if connectivity had been available. He pointed out that people
also have a hard time finding his shop in the absence of search engines
and online maps, because his shop isn’t located in the city centre.

“I get customers from all the districts when the Internet is working,
from Islamabad, Pahalgam, Ganderbal. But when the Internet is
banned I don’t get anyone, I mean I am just sitting idle all day.”

This sense of idleness has been reiterated by a number of people. The
Internet has become a vital part of social and economic life. When
Internet shutdowns are ordered to “check rumour mongering” and
stop the spread of misinformation, communication lines are stifled,
affecting both social interactions and business transactions. Commu-
nication is such an integral part of economic activity in the modern
economy that to cut it off communication lines is to disrupt the en-
tire economic process. Livelihoods are taken away from young people
and ambitions thwarted. Many young people have had to leave their
homeland to find employment in Dubai and other far off places.

Kabir says,

“Most of my friends have shifted out of Kashmir. In about 12
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friends, only two live here. The rest of them are either in India or
in Dubai. We stay here because we are among those people who
want to stay in Kashmir because we feel homesick and we love to
stay here. Why should we have to leave our home town for these
reasons?... Why should I have to leave my own place due to these
reasons... These actions are leaving a bad impression on the minds
of the children of India who wouldve liked India —-and now they
blame India for everything”

Internet shutdown in Haryana during Jat agitation

Haryana state authorities invoked Section 144 of the Criminal Proce-
dure Code and ordered the Internet and bulk messaging services to
be shut down when the agitation by the Jat community for reserved
seats in government jobs and educational institutions grew violent. Au-
thorities took this decision to curb the spread of rumours. Section 144,
which prohibits unlawful assembly, had been imposed in some districts,
namely in Rohtak, Sonipat, Jhajjar, Bhiwani, Charkhi Dadri, and Dadri,
at different times during the Jat agitations in February and March 2017
and in February and June of 2016.

During the shutdown in mid-February 2017, authorities shut all mobile
Internet services, including 2G, 3G, 4G, pocket Wi-Fi, and GPRS. Some
broadband subscribers also spoke of slow connections. This came just
after demonetisation and the government’s push towards digital pay-
ment services. “More than 50% of our payments are done via mobile
wallets. Such move will not only affect our business but also shake our
trust in going digital,” says Pankaj Chawla, who runs a bakery shop in
Rohtak (Anand, 2017).

When Internet services were shut down in June 2016, a government
spokesman states,

“These services could also be used in illegal activities such as blocking
roads, highways and railway tracks, damaging government property,
and disrupting essential services and supply of food. Social media
such as WhatsApp, Facebook, Twitter, Instagram, Flickr, Tumblr,
Google Plus, and mobile Internet could be misused for this purpose.”
(Indo-Asian News Service, 2016).
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But some find this short-sighted. In an interview with Sairee Chahal
who runs a career portal for women called Sheroes, she called the In-
ternet “a lifeline in our times’, saying,

“Increasingly all forms of communications, transactions, and
media for communications are designed for the Internet, for
example bookings, payments, digital payments. Therefore in my
opinion it’s worse than an offline curfew. It basically also points out
towards the (lack of) maturity of understanding of technology by
the government, also the agencies that control the shutdowns. To
me it seems like their own depth of understanding the medium or
the technology or understanding its implications is very shallow.”

To what extent people on the ground are impacted depends, however,
on the kind of shutdown that is imposed. An owner of a cyber café
and online form filling service in Sonipat says he felt “handicapped
during the Internet shutdown” However because BSNL broadband
services were working, he did not suffer economic losses. “My earning
increased due to [the] Internet shutdown: because phone Internet was
not working, people had to come to cyber café to work” People had to
go the cyber café to carry out the work they would have usually done
on their phones i.e., to send emails, to check Facebook, to fill out on-
line application forms, to book tickets, and take necessary printouts.

Vikas Kumar*, who runs a form filling shop in Sonipat, says many job
applicants suffered because they were unable to fill out their forms in
time due to the shutdown. Wahid* says he lost about 10 per cent of
his earnings during the shutdown because customers did not come to
him to get their phones recharged. His losses were not bigger because
broadband services were not affected and customers came in for pho-

tocopy services, etc.

Psychological well-being and its political implications
Fundamentally, the Internet has been designed to connect people and
networks. In trends observed so far in India, the State usually imposes
shutdowns during times of protest or social unrest, exacerbating the
situation by shutting down lines of communication so that families
cannot keep in touch.

Kept in the dark: The social and psychological impact of network shutdowns in India 35



The duration and
circumstances

of shutdowns
influence
residents’ reaction
to shutdowns.
Prolonged
shutdowns

leave residents
feeling isolated

with depleting

faith in Indian
democracy.

The psychological cost of network shutdowns seems to depend on how
often people are confronted with such shutdowns as well as on the na-
ture of the shutdowns. In Haryana, some districts experienced Internet
shutdowns for a few days in the past year due to Jat agitation. The agita-
tion saw normal life come to a standstill as protesters gathered to push
their agenda. Authorities shut down mobile Internet services and bulk
messaging to curb the spread of rumours. When asked about the legit-
imacy of such shutdowns, most residents felt that the move was neces-
sary to stop the situation from escalating. Residents were aware of the
harm that misinformation, spread on WhatsApp and Facebook, could
wreak and they felt that a shutdown was necessary to preserve peace.

Wahid says of shutdowns:

“Whatever steps the government takes, it’s for common people, for
the sake of larger interest. So that common people should not suffer.
I agree with the government for shutting down the Internet during
such times because we are surrounded by antisocial elements which
can take advantage anytime by misleading people with fake news
and rumours.”

The sentiment in Kashmir is starkly different. Residents have seen
many prolonged shutdowns that have adversely affected livelihoods,
education, and daily life and they were vehement in their opposition to
shutdowns. The political situation in Kashmir is precarious, and grant-
ed there are factors other than Internet shutdowns that shape these sen-
timents. However, Internet shutdowns in Kashmir have become a tool
by which residents’ human rights are being throttled and many sections
of society feel this keenly.

Towards mid-2017, the situation in Kashmir had become suffocating
and the isolation meant that people were living in constant fear. One
resident is quoted saying,

“It is very suffocating to have curfew on the first day of the holy
month. The phones are blocked and mobile Internet is shut.
Everything is shut. Its very disturbing. We don’t know what is going
to happen in the next moment and how much the situation would
escalate”
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Hisham speaks of the uncertainties that relatives experience during
these shutdowns:

“Our family members don't let us leave from home, because they
know they cant contact us. They insist that we stay at home,
because that is safer. It affects the business and our social life and
we can’t do much about it. If someone leaves for some work, the
family members end up worrying about them all the while.”

Kabir, too, points out that when the ability to communicate with the
world and stay connected is taken away during the Internet shutdown,
it creates stress and unnecessary panic:

“My brother is in Dubai, he used to call us through [the] Internet
most of the time, because the phone call rates are too high, so
usually people call through [the] Internet. When the net is down,
he is unable to call us for two or three days, he gets panicked over
there. Not us. We know the situation and we are dealing with it,
and we have been living in tough times since we were born. So we
take it a little easily. But the people who want to connect to us, who
are calling us and can’t connect, they get frustrated and start calling
our relatives, to ask if everything is okay and why the phones are
not connecting.”

In one incident from Jammu and Kashmir, people found out only after
mobile calling services were restored that eight people had been killed
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during the hours of shutdowns because of the clashes. During a shut-
down, there is no information flow in and out of the affected area or
within it. Even the rights of the press and media to report on such cases
are curtailed (Zaid, 2016). In such a scenario, we cannot even begin to
measure the amount of social and psychological distress and despair
that it must have caused the members of the families of the eight per-
sons killed. The prolonged shutdowns in Kashmir have left people help-
less and in constant fear and feeling of isolation as the region is already
feeling isolated from the rest of the country.

Hisham notes:

“We are helpless, we can’t do anything about it. If we keep thinking
about the work and the loss we have to beat, a person can get
frustrated. But we are used to dealing with such situation and we
have to do it”

Another respondent from Kashmir points out:

“When the situation is like that, it is understood that there is
nothing we can do about this. In such a situation we are helpless to
do anything about it, and we know that. We just keep wondering
about the situation, about the kind of place that we have been born
in and what is going to happen next and whether we will be able to
survive it today or in the future or not. We wonder that maybe we
are not in the right place to survive.”

Several interviewees expressed their mistrust in the government and
felt India does not apply democratic ideals to the governance of their
state. The fact that so many have had their education stalled or business
enterprises disrupted because of the state’s actions over a prolonged
time has had a profound impact on the way they view the government.

Maroof Rahim* says that Internet shutdowns only raise the anger of
people:

“Common people who ideally wouldn’t think much about politics
or conflict are forced to think about it and then they feel that this
is oppression, someone closing down your Internet, as far as I have
seen and heard from people.”
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Kabir, too, says:

“These actions are leaving a bad impression on the mind of the
children, of India, who ideally would have liked India, and now
they blame India for everything. Kashmiris had started to grow on
liking the concept of India in the last eight to 10 years, but ever
since these kind of actions are being taken, they are turning the
sentiments back. India is showing their actual face and that is
turning people away from them.”

Residents of Darjeeling have mentioned similar sentiments of feeling
excluded from the mainland, with one youth stating:

“The amount of unrest in Darjeeling and the draconian methods
of [the] government in handling the situation makes me wonder
why we are being treated like we want to secede from India when
in fact my kinsmen and I just want a niche we can call our own, to
end this identity crisis that has plagued us for over a century and
be recognised as proper Indians.”

Some residents of Kashmir have found ways to circumvent authorities’
ban on social media in particular by using VPNs. A Kashmiri respon-
dent during the research has pointed out that the recent social media
ban in the valley is helping anonymise everyone. He says,

“Banning the social media is government’s frustration. What has
banning social media done, we are now using VPN to access it.
That is a shame on them. Especially now by using VPN, people’s
online presence is hidden, so nobody knows who is who.”

However, when Internet access is completely cut, alternative solutions
are hard to come by, and all those interviewed in Kashmir felt that
network shutdowns ought to be the last resort and were not convinced
of the reasoning given to them by authorities. Residents felt that what
authorities claimed to be threats to national security were unwarrant-
ed and did not justify the disruption it caused to everyday life and
the feelings of helplessness that come with a network shutdown. Pro-
longed network shutdowns in the Valley had made them despondent,
with many saying they just had to deal with it since there was nothing
that could be done about it. Dr Shafeek Muhammad expressed the
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sentiments of the people succinctly saying,

“Because I think this is encroaching on the human rights of people.
Now they are taking people as if they are not human beings. On
the one hand they are saying digitalisation, but on the other hand,
these things are happening. I don’t know what digitalisation they
are talking about. If it is really a problem, they could do a selective
are ban and for short periods, say one hour or two hours, not these
prolonged bans. Last year Internet ban was for 6 months! Where in
the world does it happen like that. This is totally against democracy.
How can it happen in the largest democracy for six months? This is
too much! What sort of governance we have.”

Conclusion

The study has shown just how inherent and necessary the Internet has
become to daily life. The United Nations has declared the right to access
the Internet as a human right that should be extended to all citizens
of the world. The Internet has become so closely entwined in social,
cultural, and economic practices that denying access to it has serious
consequences to livelihood, health, and well-being. This study sought
to trace the social and psychological impact of network shutdowns as
experienced by those living through it. By monitoring media reports of
network shutdowns and conducting interviews with residents in affect-
ed areas, the study delves into the ways that network shutdown impact
citizens’ access to education, essential services, and emergency services;
the adverse effect on small business owners; and the psychological dis-
tress shutdowns cause as a result of communication blackouts.

This study shows the different ways network shutdowns have affect-
ed citizens living in different regions of the country. Kashmir, Gujarat,
Haryana, and Uttar Pradesh recorded the highest incidents of network
shutdowns over the last two years. However, the shutdown in Darjeel-
ing district in West Bengal due to political unrest has been one of the
longer ones recorded with Internet services being shut in mid-June and
continuing till early October. In Darjeeling and Kashmir, most shut-
downs recorded were called in response to ethnic and communal vi-
olence, and political unrest. Authorities commonly justify shutdowns
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by stating that they are: i) preventative or precautionary measures, ii)
to stop the spread of misinformation, and iii) to safeguard national
security. These justifications are broad and encompass a rather wide
range of situations where network shutdowns can be ordered, hence
causing disproportionate inconvenience and difficulties to those in
affected areas.

Interviews with residents in Haryana and Kashmir revealed a stark
difference in sentiments regarding network shutdowns. The difference
in sentiment stems from the fact that the shutdowns in Haryana lasted
a few days, and while shop owners did lose income from daily earn-
ings, the loss did not affect their livelihood. Broadband services were
running and there were alternatives for those who absolutely needed
to access services. While respondents seemed to agree that the net-
work shutdown was justified in that situation, most of them reiterated
the need for alternatives to be present. In Kashmir, on the other hand,
the sentiments expressed were grimmer. Since Internet shutdowns
in the region are common and usually prolonged lasting from a few
days to several weeks, its impact on livelihood is profound. Prolonged
shutdowns have adversely affected small businesses and the way med-
ical personnel carry out their work. The ill effects of shutdowns are
reflected in citizens’ mistrust of the government, their isolation from
the rest of the country and the suffocation they feel when commu-
nication lines are cut. It is easy to see the devolution of the situation
and the sentiments of residents—Haryana is where it starts, and if
cases of shutdowns increase and become more common, trust in the
government and democratic values can break down and mirror those
in Kashmir. It becomes of utmost importance that such a devolution
does not occur. In order to prevent this, the government needs to de-
fine the “threat to national security”, what it constitutes, and not treat
network shutdown as the first response during times of social unrest.

While this study was ongoing, the government put in place protocol
to follow when ordering a network shutdown. Although the effects of
this protocol, whether it prevents arbitrary shutdowns or not, remains
to be seen, it sets a dangerous precedent. By legalising shutdowns, the
State is legitimising the act of denying its citizens’ access to a basic
right—the Internet. However, having an official documentation in
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place should allow advocacy groups and citizens to take a legal route for
recourse. However, with access to the Internet being declared a basic
right by the UN, this is not an acceptable solution. This study demon-
strates the myriad social and psychological effects network shutdowns
have, and other studies have shown their impact on economic output.
Platform owners, Internet service providers, and law and enforcement
authorities should work together to find effective ways of using the In-
ternet to address pertinent issues.

While the State has been justifying network shutdowns as matters of
“national interests, it is interesting to note that the effect has been the
total opposite. Interviewees in Kashmir and Darjeeling have stated that
their mistrust in the Indian government has grown due to these ac-
tions. These sentiments must be taken seriously and addressed if the
authorities’ intentions are truly to protect the autonomy of the country.
Network shutdowns cannot be the knee-jerk reaction of administra-
tions at the slightest sign of social unrest. The potential of social media
and the Internet instead needs to be harnessed to address these prob-
lems. The State should define “national interest” in lucid terms so citi-
zens and law enforcement officials are on the same page. There should
be mechanisms in place to hold the State accountable when these defi-
nitions are crossed.

Shutdowns exclude entire communities from fully participating in so-
cial, political, and economic self-determination. This has been especial-
ly true during the prolonged shutdown in Darjeeling in West Bengal.
The shutdown left residents feeling even more isolated and excluded
from the mainstream. Every step they take towards self-determination
has been made more difficult, tedious, and expensive. This will have
dire consequences on the development of the state and its people in
the long run. Disruptions that take place in underdeveloped areas like
the north-east, Odisha and Bihar are sure to adversely affect the state’s
plans for development and residents’ attempts to build better lives. In
light of the Digital India project, the government should be pushing for
wider and better access to Internet facilities.

The potential the Internet holds for development and empowerment
are huge and authorities should be harnessing this as opposed to curb-
ing access. While there are limitations to access to the Internet due to
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lack of infrastructure, governments and those in positions of authority
have the responsibility of ensuring that access is unconditional and
assured.

The findings in this paper should act as evidence of the adverse impact
of network shutdowns on the psychological well-being of citizens, so-
cial cohesion, and micro-economics. While countries in Europe and
North America treat access to the Internet as a right as important as
voting, governments in Asia and Africa treat Internet shutdowns as a
means of exerting control. However, this study asserts that network
shutdowns do not have the intended effect but rather increase mistrust
in the government. When we interviewed university students about
the future of the Internet, a large number stated that raising awareness
of Internet-related issues and responsible use was high on their list of
priorities. Educational drives and advocacy about responsible use of
the Internet to create a community of digitally literate and educated
users should be an alternative to shutdowns.

We would like conclude this paper by articulating two concerns that
need to be explored in future research:

1. In the age of fake news, viral content, polarising politics, and vio-
lence, to what extent can a network shutdown be justified?

2. Whatis the role of private stakeholders? Are they accountable and
if so, to what extent? When they claim to be acting within com-
munity guidelines, who constitutes the community?
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Rules Temporary Shutdown of Telecom
Services Internet Shutdowns Aug 2017
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MINISTRY OF COMMUNICATIONS
(Department of Telecommunications)
NOTIFICATION
Mew Delhi, the Tth August, 2007

G.5.R. WE(E).—In ¢xercise of the powers conferred by section 7 of the Indian Telegraph Act, 1883
(13 of 1885) (hereinafier referred 10 as the said Act), the Central Government hereby makes the following
rules 1o regulate the temporary suspension of telecom services due to public emergency or public safety,
namely:-
1. {13 These mles may be called the Temporary Suspension of Telecom Services (Public Emergency or
Public Safety) Rules, 2017,

{2} They shall come into force on the date of their publication in the Official Gazetie.

2. (1) Directions 10 suspend the telecom services shall not be issued except by an order made by the
Secretary to the Government of India in the Ministry of Home AfTairs in the case of Government of

[ am 11-=TE 3] I F1 TETE ;S 3

India or by the Sccretary to the State Government in-charge of the Home Department in the case of
a State Govemment (hereinafler referred to as the competent authority), and in unavoidable
circumsiances, where obiaining of prior dircction is not feasible, such order may be issued by an
officer, not below the rank of a Joint Secretary to the Government of India, who has been duly
authorised by the Union Home Secretary or the State Home Secretary, as the case may be;

Provided that the order for suspension of welecom services, issued by the officer awthornised by the
Union Home Secretary or the State Home Secretary, shall be subject to the confirmation from the
competent authority within 24 hours of issuing such order:

Provided further that the order of suspension of telecom services shall cease 1o exist in case of
failure of receipt of confirmation from the competent awthority within the said period of 24 hours,

(2) Any order issued by the competent authority under sub-rule (1) shall comain reasons for such
direction and a copy of such order shall be forwarded 1o the concemed Review Comminee latest by
next working day.

(3) The directions for suspension issued under sub-rule (1) shall be conveyed 1o designated officers of
the telegraph authority or 1o the designated ofTicers of the service providers, who have been granted
licenses under section 4 of the said Act, in writing or by secure clectronic communication by an
oflicer not below the rank of Superintendent of Police or of the equivalent rank and mode of secure
clectronic communication and its implementation shall be determined by the iclegraph authority.

(4) The telegraph authority and service providers shall designate ofTicers in every licensed service area
or State or Union termitory, as the case may be, as the nodal officers to receive and handle such
requisitions for suspension of lelecom services.

{5) The Central Government or the State Government, as the case may be, shall constitute a Review
Comminee.

(i} The Review Commitice o be constituted by the Central Government shall consist of the
following, namely:-

{a) Cabinet Secretary ~Chairman;
() Secretary 1o the Government of India In-charge, Legal AfTairs -Member;
() Secretary to the Government, Depariment of Telecommunications -Member.
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(it} The Review Committee to be constituted by the State Government shall consist of the following,
namely:-
{a) Chiel Secretary
(b) Sceretary Law or Legal Remembrancer In-Charge, Legal Affairs
(¢} Secretary 1o the State Government (other than the Home Secretary) -Member.

(6) The Review Committee shall meet within five working days of issue of dircctions for suspension of
services due o public emergency or public safety and record s Mindings whether the directions
issucd under sub-rule (1) are in accordance with the provisions of sub-section (2} of section 5 of the

said Act.

=Chairman;
=Member;

[F. Mo, 800-3772016-A5.11)
PRAMOD KUMAR MITTAL, Senior Dy. Director General (AS)

gty signed by BAISH

RAKESH SUKUL 5%

i 301 F0R0% 20 1850 < 08 BT

Uplosded by Die, of Printing a1 Governmeent of India Press, Ring Bead, Mavapuri, Mew Delhd-1 10064
and Published by the Comtroller of Publications, Delhi-1 10034,
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